Nazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics

Nazov dizertacnej prace: Problémy implementacie kryptografickych primitiv do sietovych
protokolov
Problems of cryptographic primitives implementations in network
protocols

Meno skolitela: doc. RNDr. Jozef Jirasek, PhD.
jozef.jirasek@upijs.sk
https://www.upijs.sk/PF/zamestnanec/jozef.jirasek

Nazov fakultného pracoviska Skolitela: Ustav informatiky
Institute of Computer Science
https://www.upjs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS: dennda/externa
full-time/part-time

Anotacia témy dizertacnej prace:

Dnesné zabezpecené sietové protokoly Internetu pouzivaju sucasne niekolko kryptografickych primitiv v réznych
kombindciach a v roznych rezimoch. Aj ked' jednotlivé primitiva s podrobené mnohym bezpeénostnym analyzam,
ich stcasné pouzivanie méze viest k dalsim neocakavanym zranitelnostiam. Praca bude analyzovat moznosti
paralelnych Utokov na primitiva, pouzivané kryptografické funkcie a spdsoby ich pouzitia so zamerom dokazat
dosiahnutelnost konkrétnych bezpec¢nostnych cielov, pripadne navrhnit ochranu pred zistenymi zranitelnostami.

Today's secure Internet network protocols simultaneously use several cryptographic primitives in different
combinations and in different modes. Although the individual primitives have been subjected to many security
analyses, their simultaneous use can lead to additional unexpected vulnerabilities. This research work will analyze
the possibilities of parallel attacks on primitives, the cryptographic functions used and their modes of use with the
intention of proving the achievability of specific security goals, and possibly proposing protection against the
vulnerabilities identified.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Plasticita a pozornost v priestorovom pocuvani
Plasticity and attention in spatial hearing
Meno Skolitela: doc. Ing. Norbert Kopco, PhD.

norbert.kopco@upjs.sk
https://www.upijs.sk/PF/zamestnanec/norbert.kopco

Nazov fakultného pracoviska Skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS: denna/full-time

Anotacia témy dizertacnej prace:

V kazdodennom Zivote su ludia vystaveni réznym sucasne pdsobiacim stimulom v komplexnom a neustdle sa
meniacom prostredi. V snahe korektne extrahovat relevantné informécie ludia adaptovali spracovévanie vnemov
tak, aby odrazalo 3pecifika aktudlnej scény, az predoslych skisenosti sa naudili zlepSovat pouzité stratégie
vnimania. Cielom projektu je na zaklade vykonanej série behaviordlnych experimentov, Studii zobrazenia mozgu
a s vyuzitim vypocétového modelovania Studovat ako pozornost a mechanizmus implicitného a explicitného uéenia
vplyva na zvlddnutie spracovania reci, lokalizacie zvuku a ucenia sa novych fonetickych kategoérii v komplexnych
zvukovych prostrediach.

In everyday situations, humans are exposed to multiple concurrent stimuli in complex, continuously changing
environments. To correctly extract relevant information, they adapt their processing to reflect the specifics of the
current scene, and they learn from previous experience to improve the perceptual strategies used. The current
project proposes to perform a series of behavioral experiments, brain imaging studies, and computational modeling
to study how attention and mechanisms of implicit and explicit learning are used to cope with complex listening
environments for speech processing, sound localization, and learning of new phonetic categories.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertanej prace: Krosmodalne interakcie v priestorovom sluchu
Cross-modal interactions and spatial auditory processing
Meno Skolitela: doc. Ing. Norbert Kopco, PhD.

norbert.kopco@upjs.sk
https://www.upijs.sk/PF/zamestnanec/norbert.kopco

Nazov fakultného pracoviska Skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS: dennd/ full-time

Anotacia témy dizertacnej prace:

Nase videnie ovplyviuje ako vnimame priestor sluchom. Bruchomluvecky efekt a afterefekt su fenoménmi, ktoré
ilustruju kratkodobu plasticitu v priestorovom sluchu vyvolanu vizualnymi signalmi. Vizualny pozornostny cuing tiez
ovplyviuje sluchové vnimanie z hladiska lokalizacie zvukov aj priestorového benefitu pri spracovani reci. Tento
projekt bude skimat efekt vizualnej informacie na priestorové sluchové vnimanie s vyuzitim behaviorédlnych
experimentov, neuroimagingovych studii a vypoctového modelovania.

Vision influences how we perceive space by hearing. Ventriloquism effect and after-effect are phenomena
illustrating short-term plasticity in spatial hearing induced by visual signals. Visual attentional cuing also influences
spatial auditory processing both in terms of sound localization and spatial benefit in speech perception. The current
project will examine the effect of visual information on spatial auditory perception by performing behavioral
experiments, neuroimaging studies, and computational modeling.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Brain-training hry a priestorové pocutie
Brain-training games for spatial hearing
Meno Skolitela: doc. Ing. Norbert Kopco, PhD.

norbert.kopco@upjs.sk
https://www.upijs.sk/PF/zamestnanec/norbert.kopco

Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-

pf/uinf

Forma realizacie DS: denna/full-time

Anotacia témy dizertacnej prace:

Dostupné moznosti zlepSenia pocutia u ludi s klinicky zdravym sluchom si obmedzené, a Ziadna z nich nie je
akceptovana ani rozsirend tak ako naélvacie strojceky a kochlearne implantaty. Ciefom tohto projektu je prispiet
k vyvoju novych procedur pre rehabilitaciu sluchového postihu vyvojom brain-training hier zaloZenych na
najnovsich poznatkoch sluchovej neurovedy a vyskume v ramci EU Horizon 2020 grantu ALT. Vyvoj sluchovej brain-
training hry bude v spolupraci s University of California, Riverside Brain Game Center a Oregon Health & Science
University. Hlavhym cielom je vyvoj a testovanie rehabilitativnych technik, ktoré maju zlepsit sluchové funkcie
u ludi so zhorsenym vykonom v testoch sluchovych deficitov tréningom réznych aspektov sluchového vnimania.

Solutions designed to enhance auditory processing when hearing thresholds are within normal limits are very
limited and none are as recognized or as widely available as are hearing aids and cochlear implants. The project
aims to contribute to the development of novel procedures to rehabilitate auditory processing deficits (APD) by
developing a brain training game based on modern auditory neuroscience and the results of the EU Horizon 2020
ALT grant. The development of auditory brain training game will be in collaboration with University of California,
Riverside Brain Game Center and Oregon Health State University. The main goal of the games is to develop and test
rehabilitative techniques that restore auditory function for those who perform poorly on tests of APD by training
various aspects of auditory processing.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics

Nazov dizertacnej prace: Formalna konceptova analyza
Formal concept analysis

Meno skolitela: prof. RNDr. Stanislav Krajci, PhD.

stanislav.krajci@upijs.sk
https://www.upijs.sk/PF/zamestnanec/stanislav.krajci

Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS : dennd/externa
full-time/part-time

Anotacia témy dizertacnej prace:

Formalna konceptova analyza je data-miningova metdda na obdiZnikovej tabulke, ktorej kazdy riadok zodpoveda
nejakému objektu, kazdy stipec nejakému jeho potencidlnemu atributu a kazdé poli¢ko obsahuje informaciu o tom,
Ci (pripadne v akej miere) ma prislusny objekty prislusny atribut. Jeden z cielov tejto metddy je ndjst takzvané
koncepty, ¢o su v istom zmysle stabilné dvojice podmnozin objektov a atributov. FCA mozno povaZovat za peknu
aplikdciu algebraického pojmu Galoisovej konexie. P6vodna verzia vychadza z klasického diela Gantera a Willeho a
popisuje pripad binarnych dat. Vznikd vsak prirodzend otdzka, ¢o sa stane, ak Udaje v tabulke nebudu binarne...
Formal concept analysis is a data-mining method applied to a rectangular matrix of data in which each row
corresponds to some object, each column corresponds to some possible attribute, and the matrix field value
denotes a membership of the column attribute for row object. One of the goals of this method is to find so-called
concepts, which are stable (in some sense) pairs of subsets of objects and attributes. The method can be considered
a nice application of the algebraic notion of a Galois connection. It has been described in detail by Ganter and Wille,
in particular for the so-called crisp case with binary matrix data. A natural question that arises is what happens if
the matrix data are non-binary...
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Analyza stidnych rozhodnuti metddami umelej inteligencie
Analysis of judicial decisions using artificial intelligence
Meno skolitela: prof. RNDr. Stanislav Krajci, PhD.

stanislav.krajci@upijs.sk
https://www.upijs.sk/PF/zamestnanec/stanislav.krajci

Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS : dennd/externa
full-time/part-time

Anotacia témy dizertacnej prace:

Vyuzivanie umelej inteligencie pri rozhodovacej ¢innosti sudov je predmetom aktudlneho zaujmu Eurdpskej Unie,
ktory je deklarovany v jej viacerych oficialnych dokumentoch. Samotna rozhodovacia ¢innost stdov si vyzaduje
znalost pravnych principov, pravnych zédsad a porozumenie pravneho textu, ¢o je vyzvou pre aplikaciu réznych
metdd umelej inteligencie. Délezitu sucast celého procesu automatizacie predstavuje extrakcia znalosti z textov
sudnych rozhodnuti a ich naslednd automatizovana analyza. Cieflom prace bude preskimat moznosti extrakcie
Strukturovanych atributov sidnych rozhodnuti, ktoré su pritomné v tychto rozhodnutiach zvaésa vo forme volného
textu v prirodzenom jazyku. Sucasne bude cielom navrh modelu na extrakciu tychto atributov a jeho implementacia
v ramci systému na vyhladdvanie sidnych rozhodnuti.

The application of artificial intelligence in the decision-making of courts is a subject of the current interest of the
European Union, which is declared in several official documents. The decision-making activity performed by the
competent court requires knowledge of legal principles, general principles of law and understanding of the legal
text. It is a challenge for the application of different methods of artificial intelligence. An important part of the
whole automation process is the extraction of knowledge from the texts of court decisions and their subsequent
automated analysis. The aim of the work will be to explore the possibilities of extracting the structured attributes
of court decisions, which are present in these decisions mostly in the form of free text in natural language. Also,
the aim will be to design a model for the extraction of these attributes and its implementation within the system
for court decisions searching.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Analyza Strukturovanych udajov s vyuzZitim vybranych metdd

strojového ucenia
Analysis of structured data using machine learning methods
Meno Skolitela: prof. RNDr. Stanislav Krajci, PhD.
stanislav.krajci@upijs.sk
https://www.upijs.sk/PF/zamestnanec/stanislav.krajci
Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS: denna/full-time

Anotacia témy dizertacnej prace:

Metddy a algoritmy strojového ucenia umoziuji rézne formy inovacii v oblasti vzdeldvania, zdravotnictva,
digitalizacie priemyslu a inych oblastiach nasho Zivota. Aplikacie strojového ucenia tak maju vyznamny potencial,
kedZe mbzu pomahat zlepsovat Zivoty ludi. Ciefom dizertaénej prace je navrhnut metddy a algoritmy strojového
ucéenia pre pracu so Struktirovanymi idajmi, popisat ich principy a vlastnosti. Ciefom préce je tiez aplikovat metddy
kontrolovaného alebo nekontrolovaného ucenia v strojovom uceni v réznych aplikaénych doménach.

Machine learning methods and algorithms enable various forms of innovation in education, healthcare, industrial
digitalization, and other areas of our life. Machine learning applications thus have significant potential as they can
help improve people's lives. The dissertation aims to propose machine learning methods and algorithms for working
with structured data and to describe their principles and properties. The work aims to apply supervised or
unsupervised learning methods in machine learning in various application domains.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Interkontextové Struktiry a zachovanie informacie
Intercontext structures and information preserving
Meno Skolitela: doc. RNDr. Ondrej Kridlo, PhD.

ondrej.kridlo@upijs.sk
https://www.upijs.sk/PF/zamestnanec/ondrej.kridlo

Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS : dennd
full-time

Anotacia témy dizertacnej prace:

Formalna konceptova analyza (FCA) poskytuje nastroje na extrakciu implicitnych znalosti z fubovolnych
tabulkovych dat. Vyzvou tejto dizertacnej prace by mal byt vyskum v prostredi prepdjania viacerych tabuliek
pri zachovani vnutornych strukturalnych a znalostnych vlastnosti vstupnych dat. K tomuto uz od svojich pociatkov
FCA disponuje teoretickymi nastrojmi, ktoré ale neberd v Uvahu isti sémanticku stranku tohto problému. Najnovsie
vysledky pochadzajice z nasho ustavu ale ukazuju cestu, ktorou je bezpec¢né sa vydat. Je to stale len zadiatok.
Vystupom tejto dizertaénej prace by malo byt pokracovanie ¢i uz po teoretickej ¢i algoritmickej stranke vyzadujice
aj znacnu davku experimentovania s roznymi redlnymi datami.

Formal Concept Analysis (FCA) provides tools for extracting implicit knowledge from any tabular data. The challenge
of this dissertation should be research in the environment of interconnecting multiple tables while maintaining the
internal structural and knowledge properties of the input data. The FCA has had theoretical tools for this since its
inception, but it does not take into account the semantic side of this problem. But the latest results coming from
our institute pave the way which one can find out. It's still just the beginning. The output of this dissertation should
be a continuation, whether from a theoretical or algorithmic point of view, they also needed a considerable amount
of experimentation with various real data.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Grafovo-algoritmické aspekty komunikacnych sieti
Graph theoretical and algorithmic aspects of communication
networks
Meno Skolitela: prof. RNDr. Gabriel Semanisin, PhD.
gabriel.semanisin@upjs.sk
Nazov fakultného pracoviska skolitela: Ustav informatiky

Institute of Computer Science
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pf/uinf

Forma realizacie DS: denna/full-time

Anotacia témy dizertacnej prace:

V suvislosti s rozvojom Internetu veci je potrebné riesit viaceré aspekty komunikacie jednotlivych sucasti
pocitatovych a senzorovych sieti. Tieto siete sa daju modelovat pomocou konceptov z oblasti tedrie grafov.
Nasledne je mozné Formalovat a riesit algoritmické problémy, ktoré suvisia s efektivnym vytvaranim takychto sieti,
prenosom Udajov a ich zabezpecenim. Tato problematika je velmi Ziva a v poslednom obdobi vzniklo pomerne velké
mnozstvo prac tak teoretického ako aj aplikaéného vyznamu.

The development of Internet of Things requires solutions for various aspects of a communication in computer and
sensor networks. These networks can be modelled by graph-theoretical concepts. Such models provide bases for a
Formalation and solution of algorithmic problems that are related to network creation, data transfer and securing.
These topics are studied very extensively and relatively big number of recent papers with significant theoretical and
practical impact was published recently.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Optimalizacia logistiky vyroby a distribucie elektrickej energie

Optimisation of electricity generation and distribution logistics
Meno skolitela
(s odkazom na osobnu stranku): prof. RNDr. Gabriel Semanisin, PhD.

gabriel.semanisin@upjs.sk

Nazov fakultného pracoviska skolitela
(s odkazom na webovu stranku pracoviska): Ustav informatiky

Institute of Computer Science

Formu realizicie DS (dennd/externd): denna

full-time

Anotacia témy dizertacnej prace:

V suvislosti s klimatickymi zmenami narasta vyznam vyuZzivania alternativnych zdrojov elektrickej energie.
Vyznamnu zlozku tvori energia veterna. Prevadzka veternych fariem na mori ¢eli mnohym vyzvam
suvisiacim s odlahlymi lokalitami, drsnymi poveternostnymi podmienkami, obmedzenym pristupom
k zdrojom a potrebou spolahlivého a efektivnheho planovania presunov technikov, nadhradnych dielov
a zariadeni. Cielom prace je navrh vhodnych modelov reprezentacie a koreSpondujucich algoritmov
na optimalizaciu logistickych procesov spojenych s vyrobou a distribuciou elektrickej energie.

In the context of climate change, the use of alternative sources of electricity is becoming increasingly
important. Wind energy is an important component. The operation of offshore wind farms faces many
challenges related to remote locations, harsh weather conditions, limited access to resources and the
need for reliable and efficient planning of the movement of technicians, spare parts and equipment. The
objective of this work is to design appropriate representation models and corresponding algorithms to
optimise the logistics processes associated with power generation and distribution.
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Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika
Informatics
Nazov dizertacnej prace: Analyza digitalnych stop pomocou metdd strojového ucenia
Analysis of digital evidence using machine learning methods
Meno skolitela: doc. RNDr. JUDr. Pavol Sokol, PhD.

pavol.sokol@upjs.sk
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Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
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Forma realizacie DS: denna/full-time

Anotacia témy dizertacnej prace:

Digitalna forenzna analyza sa stala nevyhnutnou stuc¢astou reakcie na pocitacové bezpeénostné incidenty ako aj
sucastou vySetrovania kybernetickej kriminality. Doleziti fazu forenzného vysSetrovania predstavuje samotnd
analyza digitdlnych stop. V rdmci tejto fazy je potrebné extrahovat forenzné artefakty, urcit ich relevantnost,
hodnotu pre dany pripad, ako aj vztahy medzi nimi. U¢elom tejto fazy je potvrdenie, resp. vyvratenie forenznych
hypotéz stanovenych v prvotnych fazach forenzného vySetrovania. Cielom tejto prace je analyzovat moznosti
pouzivania metdd strojového ucenia pri analyze digitalnych stép vzhladom na komplexnost, mnoistvo a
heterogénnost forenznych artefaktov. Sucasne je cielom navrhnut spbsob vyberu pre pripad relevantnych
forenznych artefaktov, najdenia vztahu medzi nimi ako aj overenia samotnej forenznej hypotézy.

Digital forensic analysis has become an essential part of responding to cybersecurity incidents as well as part of
cybercrime investigation. An important phase of forensic investigation is the analysis of digital evidence itself.
Within this phase, it is necessary to extract forensic artefacts, determine their relevance, value for the case, as well
as relationships between them. The purpose of this phase is to confirm, resp. reject the forensic hypotheses
established in the early stages of the forensic investigation. The aim of this work is to analyze the possibilities of
using machine learning methods in the analysis of digital tracks with respect to the complexity, volume, and
heterogeneity of forensic artefacts. At the same time, the aim is to propose a method of selection for the case of
relevant forensic artefacts, to find a relationship between them as well as to verify the forensic hypothesis itself.


https://www.upjs.sk/PF/zamestnanec/pavol.sokol/
mailto:pavol.sokol@upjs.sk
https://www.upjs.sk/PF/zamestnanec/pavol.sokol
https://ics.science.upjs.sk/
https://ics.science.upjs.sk/en
https://www.upjs.sk/prirodovedecka-fakulta/pracoviska/ustavy-pf/uinf
https://www.upjs.sk/prirodovedecka-fakulta/pracoviska/ustavy-pf/uinf

Néazov odboru: Informatika
Computer Science

Nazov Studijného programu: Informatika

Informatics
Nazov dizertacnej prace: Forenzna analyza internetu veci

Forensic analysis of the internet of things
Meno skolitela: doc. RNDr. JUDr. Pavol Sokol, PhD.

pavol.sokol@upjs.sk
https://www.upijs.sk/PF/zamestnanec/pavol.sokol

Nazov fakultného pracoviska skolitela: Ustav informatiky
Institute of Computer Science
https://www.upijs.sk/prirodovedecka-fakulta/pracoviska/ustavy-
pf/uinf

Forma realizacie DS : dennd/externa
full-time/part-time

Anotacia témy dizertacnej prace:

Internet veci (l1oT) sa stava neoddelitefnou sucastou bezného Zivota. To so sebou stcCasne prinasa aj vyznamny
narast bezpecnostnych hrozieb a bezpecnostnych incidentov. Dolezitym aspektom pri vySetrovani pocitacovych
bezpecnostnych incidentoch je adekvatne forenzné vysetrovanie. V ramci tohto vySetrovania je mozno identifikovat
viacero problémov, ktoré su spojené s heterogenitou dostupnych komponentov vytvdrajucich loT. Cielom prace je
analyzovat moznosti pouzitia metdd strojového uéenia pri zaistovani, extrakcii a analyze digitalnych stép z tychto
zariadeni ako aj navrhnat automatizovany spGsob extrakcie a analyzy forenznych artefaktov z loT komponentov.

The Internet of Things (loT) is becoming an integral part of everyday life. Also, it brings a significant increase in
security threats and security incidents. An important aspect of the investigation of computer security incidents is
an adequate forensic investigation. Within this investigation, several problems can be identified that are related to
the heterogeneity of the available loT-producing components. The aim of the work is to analyze the possibilities of
using machine learning methods in securing, extraction and analysis of digital tracks from these devices as well as
to design an automated method of extraction and analysis of forensic artefacts from loT components.
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Metddy strojového ucenia zohravaju v rdmci reakcie na bezpecnostné incidenty doleZitu ulohu. K detekcii
bezpecnostnych incidentov, resp. Utokov tieto metddy vytvaraju z tréningovych Udajov modely normalneho
spravania a deteguju incidenty, resp. Utoky ako odchylky od tohto modelu. Tento proces nabada utocnikov, aby
manipulovali s tréningovymi Gdajmi takym spésobom, aby nauceny model nedokazal odhalit ich nasledné Gtoky.
Okrem fazy ucenia sa, su bezpecnostné systémy vyuzivajuce metddy strojového ucenia nachylné na rézne utoky aj
vo faze samotného rozhodovania. Utoénik pomocou $pecidlne vybranych vstupov obide naucené spravanie sa
detekéného systému. Cielom tejto préace je analyzovat pouzivané metddy strojového ucenia v oblasti kybernetickej
bezpecénostivzhladom naich odolnost voéi vyssie uvedenym Utokom. Stcasne je ciefom navrhnut spdsob testovania
metdd strojového uéenia vzhladom na moznost ich zneutzitia zo strany Utoénika a spdsob ochrany tychto metdd
voci réznym typom Utokov.

Machine learning methods play an essential role in responding to security incidents. To detect security incidents,
respectively security attacks, these methods make training data models of normal behaviour and detect incidents,
respectively attacks as deviations from these models. This process encourages the attackers to manipulate training
datain such a way that the learned model cannot detect their subsequent attacks. In addition to the learning phase,
security systems using machine learning methods are also vulnerable to various attacks during the decision-making
phase. Using specially selected inputs, the attacker bypasses the learned behaviour of the detection system. This
work aims to analyze used machine learning methods in the field of cybersecurity concerning their resistance to
the above attacks. At the same time, the aim is to propose a method of testing machine learning methods with
regard to the possibility of their misuse by the attacker and how to protect these methods against various types of
attacks.
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Nedavno sme navrhli novy pristup k rieSeniu trojdiagonalnych sidstav ne rovnomernej sieti uzlov. Jednym z cielov
doktorandskej prace je preskimanie vplyvu daného pristupu na nerovnomerné siete a inverziu trojdiagonalnych
matic. Klasické kubické splajny triedy C? st zadané implicitne. Nam sa podarilo ich vyjadrenie v explicitnom tvare,
¢o umozZiuje ndvrh linearneho modelu aproximdacie a odhad koeficientov splajnu. Druhym cielom DP je analyza
vlastnosti MNS odhadu koeficientov a ich porovnanie s B-splajnami. Tretim cielom je hladanie kritéria optimalneho
zastavenia pri on-line aproximdcii vzhladom na progndzovanie vo vhodnej metrike.

Recently we proposed a new approach to solving the tridiagonal systems on a uniform grid of nodes. One of the
goals of the thesis is to investigate the effect of the given approach on the nonuniform grid and the inversion of
tridiagonal matrices. Classic cubic splines of class C? are implicit. We succeeded to express them in an explicit form
that enables a design of a linear model for approximation and estimate of spline coefficients. The second goal is to
analyze the properties of LS estimate of coefficients and their comparison with B-splines. The third goal is finding
of criterion of optimal stopping in on-line approximation according to prediction in an appropriate metric.
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Vzorkovacia veta, zaloZzend na funkcii sinc, poskytuje dostato¢né podmienky, ktoré zarucuju, aby nekonecné
diskrétne postupnosti zachytili vSetky informdcie zo spojitého signalu a tak umoznili jeho Uplna rekonstrukciu.
Vdaka nej pre prax je mozné vypracovat r6zne geometrické, fyzikalne ¢i numerické modely. Pozorované signaly,
postupnosti realnych zaznamov ¢i simulovanych a vypocitanych udajov su vSak konec¢né a prax ukdzala, Ze na ich
popis, interpolaciu, aproximaciu, analyzu uvazovat iba sinc funkcie, predovsetkym v pripade rovhomernych uzlov,
je nedostatocné. Otazkou je, ako navrhovat realne modely, aby ich aplikacia bola presna a efektivna.

The sinc function based sampling theorem provides sufficient conditions to guarantee that infinite discrete
sequences capture all the information from the continuous signal and thus enables the full reconstruction of the
original one. Thanks to it, it is possible to develop various geometric, physical or numerical models for practice.
However, observed signals, sequences of real records or simulated and calculated data are final, and practice has
shown that for their effective description, interpolation, approximation or analysis it is insufficient to consider only
sinc functions, especially in the case of uniform nodes. The question is how to design the models so that they can
be used effectively in applications and give the most accurate results.
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