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Projekt SOCCER (l.)

Projects funded under this topic

 Developing and deploying SOC capabilities i ACRONYM  PROJECTID
for the academic sector — a teamwork of — — —
Universities and RTOs in the CEE region o BovemmentBecaly Bperetons Ferte o
« SOC vV regidone strednej a vychodnej Eurépy
(SOCCER)

 Program: Digitalnha Eurdpa - DIGITAL-

ECCC-2022-CYBER-03-50OC

° 10/2023 -~ 9/2026 ke e and CAPACS e o 101127851

EL-SOC 101127713

Cypriot Sectorial Security Operations Centres CY-TRUST 101128017
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Projekt SOCCER (Il.)

« Zameranie: operativne cinnosti, nie vyskumna cinnost

« Hlavné ciele projektu:
» vytvorenie a podpora SOC a inych timov v akademickom prostredi
« zdielanie CTIl informacii
» spolupraca
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Vytvorenie a podpora SOC /
SOC schopnosti

« SOC/SOC schopnostiv réamci Academia
bezpecnostnych timov (CSIRT) —
; GOALS:
» tvorba SOC4Academia toolbox
Readiness

» tvorba materialov pre SOC pripravenost
Implementation

 implementacia SOC alebo schopnosti SOC
Nna univerzitach a v RTO v strednej a
vychodnej Eurdpe

Capabilities

R W N

Cooperation
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SOC4Academia Toolbox (I.)

« Modely SOC pre akademickeé prostredie
« prehodnocovanie existujucich modelov a architektur SOC

« umiestnenie SOC v organizacnej strukture

 moznosti implementacie SOC

« Definovanie poziadaviek (technickych, pravnych, personalnych) na budovanie
SOC4Academia
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Your SIM3 Assessment URL

(not set yet, please answer some questions)
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S O C4Aca d e m i a Choose your desired SIM3 Profile:

EREIR TR ENISA Basic | ENISA Intermediate | ENISAAdvanced | Tl Certification
its C arison

I OO | box ( I I .) Spider-Chart/Show questions Table of Resuits
If you click on a specific the associa

Open Actions [29] Comparisor

lated parameter on the left side

 Modely vyspelosti pre SOC
« definovanie Urovni schopnosti a
vyspelosti

* napojenie na model SIM3 pre
akademické CSIRT a SOC

i Membership
. o 2 o - Baseline
« poziadavky na organizaciu a not reached
prostredie SOC pre akademicku
oblast

o powered by OpenCSIRT SIM3-check
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SOC4Academia Toolbox (l11.)

« Tvorba Digital Forensics and Incident Response (DFIR) manualov
 metodoldgia, nastroje, osvedcené postupy
« Sablony a vzorky politik a postupov
« prehlad softvérovych a hardvérovych rieseni

 DIFR manualy pre:
* |R: ransomveér, unik udajov, malvér, socialne inzinierstvo

« FA: zakladna metodoldgia, zaistovanie digitalnych stdp, analyza forenznych
artefaktov — Windows, Linux, MacOS, Android
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SOC4Academia Toolbox (I1V.)

Team Logo

Security incident report

CSIRT-2024-BI-001
jILEEED)
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SOC4Academia Toolbox (V.)

* Prehlad softvérovych a hardvérovych rieseni
 SIEM, SOAR, EDR, XDR
* |Inventarizacia aktiv
Monitorovanie sieti
Sprava bezpecnostnych incidentov
Zdroje CTI, platformy na zdielanie CTI
Hodnotenie zranitelnosti a skenovanie
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SOC4Academia Toolbox (VI.)

« cielom nie je vynajst koleso

* pouzitie sucasnych osvedcenych postupoyv, existujucich noriem a materialov
komunity

» Siroko pouzivané a osvedcené nastroje (s minimalnymi financnimi narokmi)
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SOC pripravenost (I.)

» Priprava organizacii: @ el

« Vyber zivotaschopnych modelov SOC
pre akademicku oblast

* Posudenie moznosti externej podpory

» RieSenie chybajucich schopnosti
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SOC pripravenost (ll.)

« Tvorba podpornych materialov a nastrojov:

« Skolenia o bezpe&nostnom povedomi a odolnosti (osobne a online)

Skolenia na rozvoj zékladnych analytickych zruénosti pre schopnosti SOC a DFIR

Nastroje na vzdelavaci systém pre personalizované vzdelavanie

Pripravy osvedcenych postupov pre akademické komunity

Nastroje na podporu situacného povedomia
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Implementacia SOC / SOC schopnosti
v akademickych in§titl]ciéch

i{!'t

« Posudenie moznej cielovej Urovne vyspelosti
organizacie

« Ziskanie a implementacia potrebného hardvéru, ! "=
softvéru a personalu

* Implementacia SOC alebo SOC schopnosti

« udrzatelnost
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CYBER THREAT (CYBER THREAT iR T
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Definovanie pravidiel pre vymenu CTI e '

\ ,

CYBER THREAT

Implementacia a hasadenie platformy na = 4
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vymenu CT] = E m

Co_u:c*rlow / \ EVOLATION

Vytvorenie medziuniverzitného hubu pre .
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Integracia v medzinarodnych
zoskupeniach

* Integracia s CSIRT komunitou
 ziskavanie a zdielanie vedomosti

* budovanie spoluprace

P2
. Priprava pre vstup do komunit bezpe¢nostnych timov TF-CSIRT
P S P P Y w Trusted Introducer
e TF-CSIRT a FIRST
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mmm SOCCER - Cybersecurity for Academic Sector
AGH

SOCCER - Security Operation Centre in Central-Eastern Europe Region

.We play for cyber

The SOCCER project is dedicated to fortifying the cybersecurity capabilities and resilience of the EU, with a paramount
focus on ensuring a cyber-secure academia sector. Specifically tailored for CEE countries, the initiative aims to support the

( establishment and advancement of Security Operations Centres (SOCs) within Universities and Research and Technology
Organisations (RTOs).

SOCCER Read more @

https://soccer.agh.edu.pl/en
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Dakujem za pozornost!
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é% soccer.agh.edu.pl @ pavol.sokol@upjs.sk

SOCCER projekt je podporeny European Cybersecurity Competence Centre - grantovou zmluvou cCislo 101128073


https://www.cc.agh.edu.pl/pl/o-centrum/index.html
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