INFORMATIKA / INFORMATICS

Problémy implementacie kryptografickych primitiv do siet'ovych protokolov.
Problems of cryptographic primitives implementations in network protocols

Skolitel/ supervisor: doc. RNDr. Jozef Jirasek, PhD. (jozef.jirasek@upjs.sk)
forma Studia / study from: denna alebo externa / full time or external

Anotacia: Dnedné zabezpeclené sietové protokoly Internetu pouzivaju sucasne niekolko
kryptografickych primitiv v réznych kombinaciach a v réznych rezimoch. Aj ked jednotlivé
primitiva su podrobené mnohym bezpecnostnym analyzam, ich suasné pouzivanie moze
viest k dalSim neoCakavanym zranitelnostiam. Praca bude analyzovat moznosti
paralelnych utokov na primitiva, pouzivané kryptografické funkcie a spésoby ich pouzitia so
zamerom dokazat dosiahnutelnost konkrétnych bezpecnostnych cielov, pripadne navrhnut
ochranu pred zistenymi zranitelnostami.

Annotation: Nowadays, secure internet protocols are using several cryptographic primitives
at the same time in different combinations and in different modes. Even though the individual
primitives are subject to many security analyzes, their current use can lead to further
unexpected vulnerabilities. The work will analyze the possibilities of parallel attacks on the
primitives, used cryptographic functions and the methods of their use with the intention of
proving the feasibility of specific safety objectives, or propose protection against identified
vulnerabilities.

Plasticita a pozornost’ v priestorovom pocéuvani.
Plasticity and attention in spatial hearing

Skolitel/ supervisor: doc. Ing. Norbert Kop&o, PhD. (norbert.kopco@upjs.sk)
forma Studia / study from: denna/ full time

Anotacia: V kazdodennom Zivote su ludia vystaveni réznym sucasne pdsobiacim stimulom
v komplexnom a neustale sa meniacom prostredi. V snahe korektne extrahovat relevantné
informacie ludia adaptovali spracovavanie vnemov tak, aby odrazalo Specifika aktualne;j
scény, a z predoslych skusenosti sa naucili zlepSovat’ pouzité stratégie vnimania. Cielom
projektu je na zaklade vykonanej série behavioralnych experimentov, Studii zobrazenia
mozgu a s vyuzitim vypocCtového modelovania Studovat ako pozornost a mechanizmus
implicitného a explicitného uc€enia vplyva na zvladnutie spracovania reci, lokalizacie zvuku
a uc€enia sa novych fonetickych kategorii v komplexnych zvukovych prostrediach.

Annotation: In everyday situations, humans are exposed to multiple concurrent stimuli in
complex, continuously changing environments. To correctly extract relevant information,
they adapt their processing to reflect the specifics of the current scene, and they learn from
previous experience to improve the perceptual strategies used. The current project proposes
to perform a series of behavioral experiments, brain imaging studies, and computational
modeling to study how attention and mechanisms of implicit and explicit learning are used
to cope with complex listening environments for speech processing, sound localization, and
learning of new phonetic categories.



Krosmodalne interakcie v priestorovom sluchu.
Cross-modal interactions and spatial auditory processing

Skolitel/ supervisor: doc. Ing. Norbert Kop&o, PhD. (norbert.kopco@upjs.sk)
forma Studia / study from: denna / full time

Anotacia: Nase videnie ovplyvnuje ako vnimame priestor sluchom. Bruchomluvecky efekt
a afterefekt su fenoménmi, ktoré ilustruju kratkodobu plasticitu v priestorovom sluchu
vyvolanu vizualnymi signalmi. Vizualny pozornostny cuing tiez ovplyvriuje sluchové
vhimanie z hladiska lokalizacie zvukov aj priestorového benefitu pri spracovani reci. Tento
projekt bude skumat’ efekt vizualnej informacie na priestorové sluchové vnimanie s vyuZzitim
behavioralnych experimentov, neuroimagingovych studii a vypoctového modelovania.

Annotation: Vision influences how we perceive space by hearing. Ventriloquism effect and
after-effect are phenomena illustrating short-term plasticity in spatial hearing induced by
visual signals. Visual attentional cuing also influences spatial auditory processing both in
terms of sound localization and spatial benefit in speech perception. The current project will
examine the effect of visual information on spatial auditory perception by performing
behavioral experiments, neuroimaging studies, and computational modeling.

Formalna konceptova analyza
Formal concept analysis

Skolitel/ supervisor: prof. RNDr. Stanislav Kraj¢i, PhD., (stanislav.krajci@upjs.sk)
forma Studia / study from: denna alebo externa / full time or external

Anotacia: Formalna konceptova analyza je data-minigova metéda na obdiznikovej tabulke,
ktorej kazdy riadok zodpovedd nejakému objektu, kazdy stipec nejakému jeho
potencialnemu atributu a kazdé poli¢ko obsahuje informaciu o tom, &i (pripadne v akej
miere) ma prisludny objekty prislusny atribut. Jeden z cielov tejto metddy je najst takzvané
koncepty, €o su v istom zmysle stabilné dvojice podmnozin objektov a atributov. FCA mozno
povazovat za peknu aplikaciu algebraického pojmu Galoisovej konexie. Pévodna verzia
vychadza z klasického diela Gantera a Willeho a popisuje pripad binarnych dat. Vznika vSak
prirodzena otazka, €o sa stane, ak udaje v tabulke nebudu binarne...

Annotation: Formal concept analysis is a data-mining method applied to a rectangular matrix
of data in which each row corresponds to some object, each column corresponds to some
possible attribute, and the matrix field value denotes a membership of the column attribute
for row object. One of the goals of this method is to find so-called concepts, which are stable
(in some sense) pairs of subsets of objects and attributes. The method can be considered
a nice application of the algebraic notion of a Galois connection. It has been described in
detail by Ganter and Wille, in particular for the so-called crisp case with binary matrix data.
A natural question that arises is what happens if the matrix data are non-binary...



Grafovo-algoritmické aspekty komunikaénych sieti.
Graph theoretical and algorithmic aspects of communication networks

Skolitel/ supervisor: prof. RNDr. Gabriel Semanisin, PhD. (gabriel.semanisin@upjs.sk)
forma Studia / study from: denna / full time

Anotacia: V suvislosti s rozvojom Internetu veci je potrebné rieSit viaceré aspekty
komunikacie jednotlivych sucasti pocitaCovych a senzorovych sieti. Tieto siete sa daju
modelovat pomocou konceptov z oblasti tedrie grafov. Nasledne je mozné formulovat a
rieSit algoritmické problémy, ktoré suvisia s efektivnym vytvaranim takychto sieti, prenosom
udajov a ich zabezpecenim. Tato problematika je velmi ziva a v poslednom obdobi vzniklo
pomerne velké mnozstvo prac tak teoretického ako aj aplikatného vyznamu.

Annotation: The development of Internet of Things requires solutions for various aspects of
a communication in computer and sensor networks. These networks can be modelled by
graph-theoretical concepts. Such models provide bases for a formulation and solution of
algorithmic problems that are related to network creation, data transfer and securing. These
topics are studied very extensively and relatively big number of recent papers with significant
theoretical and practical impact was published recently.

Analyza udajov zo senzorov s vyuzitim metéd strojového ucenia
Analysis of sensor data using machine learning methods

Skolitel/ supervisor: prof. RNDr. Gabriel SemanisSin, PhD. (gabriel.semanisin@upjs.sk)
konzultant / consultant: ~ RNDr. Lubomir Antoni, PhD.
forma Studia / study from: denna/ full time

Anotacia: RieSenia datovej analyzy sa vyuzivaju v réznych oblastiach technickych,
prirodnych, humanitnych a ekonomickych vied. Strojové ucenie je podoblastou umelej
inteligencie, ktora sa zaobera metdédami a algoritmami ulenia sa stroja na zaklade
vstupnych udajov v definovanom priestore rieSeni. Ciefom dizertatnej prace je navrhnut
a aplikovat’ algoritmy a metddy u€enia sa pomocou stroja v pripadovych Studiach analyzy
udajov zo senzorov a porovnat uspesnost navrhnutého rieSenia s inymi dostupnymi
Studiami.

Annotation: Data analysis solutions are applied in various areas of technical, natural, human
and economic sciences. Machine learning is a sub-area of artificial intelligence that deals
with machine learning methods and algorithms based on input data in a defined solution
space. The aim of the dissertation thesis is to design and application of algorithms and
methods of machine learning in case studies of sensor data analysis and to compare the
performance of the proposed solution with other available studies.



Analyza digitalnych stép pomocou metdd strojového u€enia
Analysis of digital evidence using machine learning methods

Skolitel/ supervisor: prof. RNDr. Gabriel Semanisin, PhD. (gabriel.semanisin@upjs.sk)
konzultant / consultant: RNDr. JUDr. Pavol Sokol, PhD.
forma Studia / study from: denna/ full time

Anotacia: Digitalna forenzna analyza sa stala nevyhnutnou sucastou reakcie na pocitatové
bezpecCnostné incidenty ako aj suCastou vySetrovania kybernetickej kriminality. Dolezitu
fazu forenzného vysSetrovania predstavuje samotna analyza digitalnych stdép. V ramci tejto
fazy je potrebné extrahovat forenzné artefakty, urcit’ ich relevantnost, hodnotu pre dany
pripad, ako aj vztahy medzi nimi. Ugelom tejto fazy je potvrdenie, resp. vyvratenie
forenznych hypotéz stanovenych v prvotnych fazach forenzného vySetrovania. Ciefom tejto
prace je analyzovat moznosti pouzivania metdd strojového ucCenia pri analyze digitalnych
stép vzhfadom na komplexnost, mnozstvo a heterogénnost forenznych artefaktov. Sucasne
je cielom navrhnut spésob vyberu pre pripad relevantnych forenznych artefaktov, najdenia
vztahu medzi nimi ako aj overenia samotnej forenznej hypotézy.

Annotation: Digital forensic analysis has become an essential part of responding to
cybersecurity incidents as well as part of cybercrime investigation. An important phase of
forensic investigation is the analysis of digital evidence itself. Within this phase, it is
necessary to extract forensic artefacts, determine their relevance, value for the case, as well
as relationships between them. The purpose of this phase is to confirm, resp. reject the
forensic hypotheses established in the early stages of the forensic investigation. The aim of
this work is to analyze the possibilities of using machine learning methods in the analysis of
digital tracks with respect to the complexity, volume, and heterogeneity of forensic artefacts.
At the same time, the aim is to propose a method of selection for the case of relevant forensic
artefacts, to find a relationship between them as well as to verify the forensic hypothesis
itself.

Forenzna analyza internetu veci
Forensic analysis of the internet of things

Skolitel/ supervisor: prof. RNDr. Gabriel Semanisin, PhD. (gabriel.semanisin@upjs.sk)
konzultant / consultant: RNDr. JUDr. Pavol Sokol, PhD.
forma Studia / study from: denna alebo externa / full time or external

Anotacia: Internet veci (loT) sa stava neoddelitelnou sucastou bezného Zivota. To so sebou
suCasne prinasa aj vyznamny narast bezpecnostnych hrozieb a bezpecnostnych incidentov.
Délezitym aspektom pri vySetrovani pocitaCovych bezpeénostnych incidentoch je adekvatne
forenzné vySetrovanie. V ramci tohto vySetrovania je mozno identifikovat viacero problémov,
ktoré su spojené s heterogenitou dostupnych komponentov vytvarajucich loT. Cielom prace
je analyzovat moznosti pouzitia metdd strojového ucenia pri zaistovani, extrakcii a analyze
digitalnych stdp z tychto zariadeni ako aj navrhnut automatizovany spésob extrakcie a
analyzy forenznych artefaktov z IoT komponentov.

Annotation: The Internet of Things (IoT) is becoming an integral part of everyday life. Also,
it brings a significant increase in security threats and security incidents. An important aspect
of the investigation of computer security incidents is an adequate forensic investigation.
Within this investigation, several problems can be identified that are related to the
heterogeneity of the available IoT-producing components. The aim of the work is to analyze
the possibilities of using machine learning methods in securing, extraction and analysis of



digital tracks from these devices as well as to design an automated method of extraction
and analysis of forensic artefacts from IoT components.

Modelovanie a algoritmizacia konstrukcie hladkych kriviek
Modeling and algorithms for construction of smooth curves

Skolitel/ supervisor: doc. RNDr. Csaba Térok, CSc. (csaba.torok@upjs.sk)
forma Studia / study from: denna / full time

Anotacia: Nedavno sme navrhli novy pristup k rieSeniu trojdiagonalnych sustav ne
rovhomernej sieti uzlov. Jednym z cielov doktorandskej prace je preskumanie vplyvu
daného pristupu na nerovnomerné siete a inverziu trojdiagonalnych matic. Klasické kubické
splajny triedy C? su zadané implicitne. Nam sa podarilo ich vyjadrenie v explicitnom tvare,
¢o umozruje navrh linearneho modelu aproximacie a odhad koeficientov splajnu. Druhym
cielom DP je analyza vlastnosti MNS odhadu koeficientov a ich porovnanie s B-splajnami.
Tretim cielom je hfadanie kritéria optimalneho zastavenia pri on-line aproximacii vzhladom
na progndzovanie vo vhodnej metrike.

Annotation: Recently we proposed a new approach to solving the tridiagonal systems on a
uniform grid of nodes. One of the goals of the thesis is to investigate the effect of the given
approach on the nonuniform grid and the inversion of tridiagonal matrices. Classic cubic
splines of class C? are implicit. We succeeded to express them in an explicit form that
enables a design of a linear model for approximation and estimate of spline coefficients. The
second goal is to analyze the properties of LS estimate of coefficients and their comparison
with B-splines. The third goal is finding of criterion of optimal stopping in on-line
approximation according to prediction in an appropriate metric.

Shannonova vzorkovacia veta a realne problémy.
Shannon's sampling theorem and real problems

Skolitel/ supervisor: doc. RNDr. Csaba Torok, CSc. (csaba.torok@upjs.sk)
forma Studia / study from: denna/ full time

Anotacia: Vzorkovacia veta, zalozena na funkcii sinc, poskytuje dostatoéné podmienky,
ktoré zaru€uju, aby nekonecné diskrétne postupnosti zachytili vdetky informacie zo spojitého
signalu a tak umoznili jeho uplnu rekonstrukciu. Vdaka nej pre prax je mozné vypracovat
rézne geometrické, fyzikalne &i numerické modely. Pozorované signaly, postupnosti
realnych zaznamov €i simulovanych a vypocitanych udajov su vSak konecné a prax ukazala,
Ze naich popis, interpolaciu, aproximaciu, analyzu uvazovat iba sinc funkcie, predovsetkym
v pripade rovnomernych uzlov, je nedostatocné. Otazkou je, ako navrhovat realne modely,
aby ich aplikacia bola presna a efektivna.

Annotation: The sinc function based sampling theorem provides sufficient conditions to
guarantee that infinite discrete sequences capture all the information from the continuous
signal and thus enables the full reconstruction of the original one. Thanks to it, it is possible
to develop various geometric, physical or numerical models for practice. However, observed
signals, sequences of real records or simulated and calculated data are final, and practice
has shown that for their effective description, interpolation, approximation or analysis it is
insufficient to consider only sinc functions, especially in the case of uniform nodes. The



guestion is how to design the models so that they can be used effectively in applications
and give the most accurate results.

Utoky na metédy strojového uéenia v oblasti kybernetickej bezpeénosti
Attacks on machine learning methods in the field of cybersecurity

Skolitel/ supervisor: doc. RNDr. Csaba Tordk, CSc. (csaba.torok@upjs.sk)
konzultant / consultant: RNDr. JUDr. Pavol Sokol, PhD.
forma Studia / study from: denna/ full time

Anotacia: Metody strojového ucenia zohravaju v ramci reakcie na bezpecnostné incidenty
ddlezitu ulohu. K detekcii bezpecnostnych incidentov, resp. utokov tieto metddy vytvaraju z
tréningovych udajov modely normalneho spravania a deteguju incidenty, resp. utoky ako
odchylky od tohto modelu. Tento proces nabada uto€nikov, aby manipulovali s tréningovymi
udajmi takym spésobom, aby nau¢eny model nedokazal odhalit ich nasledné utoky. Okrem
fazy ucenia sa, su bezpeénostné systémy vyuzivajuce metddy strojového u€enia nachyiné
na rdzne Gtoky aj vo faze samotného rozhodovania. Uto&nik pomocou $pecialne vybranych
vstupov obide nau€ené spravanie sa detekéného systému. Cielom tejto prace je analyzovat
pouzivané metddy strojoveého ucenia v oblasti kybernetickej bezpecnosti vzhladom na ich
odolnost’ vo€i vysSie uvedenym utokom. Sucasne je cielom navrhnut spdsob testovania
metdd strojového u€enia vzhladom na moznost' ich zneuzitia zo strany utoCnika a spésob
ochrany tychto metod voci réznym typom utokov.

Annotation: Machine learning methods play an essential role in responding to security
incidents. To detect security incidents, respectively security attacks, these methods make
training data models of normal behaviour and detect incidents, respectively attacks as
deviations from these models. This process encourages the attackers to manipulate training
data in such a way that the learned model cannot detect their subsequent attacks. In addition
to the learning phase, security systems using machine learning methods are also vulnerable
to various attacks during the decision-making phase. Using specially selected inputs, the
attacker bypasses the learned behaviour of the detection system. This work aims to analyze
used machine learning methods in the field of cybersecurity concerning their resistance to
the above attacks. At the same time, the aim is to propose a method of testing machine
learning methods with regard to the possibility of their misuse by the attacker and how to
protect these methods against various types of attacks.

Interkontextové Struktury a zachovanie informacie.
Intercontext structures and information preserving

Skolitel / supervisor: doc. RNDr. Ondrej Kridlo, PhD. (ondrej.kridlo@upjs.sk)
forma Studia / study from: denna/ full time

Anotécia: Formalna konceptova analyza (FCA) poskytuje nastroje na extrakciu implicitnych
znalosti z lubovolnych tabufkovych dat. Vyzvou tejto dizertaCnej prace by mal byt vyskum
v prostredi prepdjania viacerych tabuliek pri zachovani vnutornych Strukturalnych
a znalostnych vlastnosti vstupnych dat. K tomuto uz od svojich pociatkov FCA disponuje
teoretickymi nastrojmi, ktoré ale neberu v uvahu istu sémanticku stranku tohto problému.
Najnovsie vysledky pochadzajuce z nasho ustavu ale ukazuju cestu, ktorou je bezpecné sa
vydat. Je to stale len zaciatok. Vystupom tejto dizertaCnej prace by malo byt pokra¢ovanie



Ci uz po teoretickej €i algoritmickej stranke vyZzadujuce aj znacnu davku experimentovania
s rdznymi realnymi datami.

Annotation: Formal Concept Analysis (FCA) provides tools for extracting implicit knowledge
from any tabular data. The challenge of this dissertation should be research in the
environment of interconnecting multiple tables while maintaining the internal structural and
knowledge properties of the input data. The FCA has had theoretical tools for this since its
inception, but it does not take into account the semantic side of this problem. But the latest
results coming from our institute pave the way which one can find out. It's still just the
beginning. The output of this dissertation should be a continuation, whether from a
theoretical or algorithmic point of view, they also needed a considerable amount of
experimentation with various real data.



