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Dear Email User,

We have dictated an unusual activates with your email
account and it has been used to send out scam messages
against our webmail security policy. Your email account

requires immediate verification to avoid closing down of your

email account. You have to follow this step to help protect
your email account with the new Outlook Webmail Interface
login. It is safe and secure. Click the below link and fill in your
correct email username and password. We shall very your
email account immediately you submit your detail.

Click Here @ New Webmail Login

We strongly recommend that you do not share your personal
information, such as usernames and passwords with anyone
in order to protect an e-mail.

Connected to Webmail System Secured
© Safarik University system. All rights reserved.

To whom it may concern,

Pursuant to Sony Interactive Entertainment LLC ("SIE")
corporate policy, the below IP addresses were blacklisted
from using our services because SIE detected activity that is
abusive to our network services. In our determination, the
abusive activity was not related to velocity or volume (many
users behind the same IP address, i.e. NAT), but matched
the specific patterns of known abuse of our publicly
available services. This abuse may be the result of a
computer on your network that has been compromised and
is participating in a botnet abuse of our services.

The following table of IP addresses, dates and times should
help you correlate the origin of the abusive activity. The
time stamps are approximate from our logs. The actual
timing of the events depend on the signature matched. Itis
very likely to have occurred both before, during and
following the times listed.
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Kyberneticka bezpeénost na PF UPJS

e vyucba / vyskum / aktivity

e prepojenie teodrie s realnou prevadzkou
a problémami

e spolupraca s externymi organizaciami

e spolupraca s Pravnickou fakultou UPJS

0 redhat +SACA AUTOCONT &) csirT-mu c;_::H

Slowenika Chapter

Spolupraca




Vyskum

hibkovd analyza bezpecénostnych tdajov
predikcie utokov, odporucacie systémy
analyza sietovych utokov a utocnikov
vizualizacia bezpecnostnych udajov

pravne aspekty bezpecnosti

navrh a analyza kryptografickych protokolov

bezpecnostné aspekty Internetu veci (1oT)
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i Kryptografia a kryptografické -
protokoly Linux a administracia
» Forenznd analyza : operacnych systémov *

Pocitacoveé siete a ich .

. Bezpecnost pocitacovych : .
systémov a dat C bezpecnost

* ICT pravo a kybernetické pravo Principy informaénej bezpeénosti s
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Bez(a)Dis
(bezadis.eu) Letna skola kyberkriminality

(Isk.science.upjs.sk) *--;

Projekt HoneyLOG

----¢ (honeylog.eu) o ®---ooooooooommsomooomoood

Letna sSkola sietovania
y (Iss.ics.upjs.sk) *--;

_______________________________________

CSIRT-UPIJS - tim na riesenie

bezpecnostnych incidentov,

Vzdelavanie verejnosti :
i 1. akademicky CSIRT na Slovensku

v oblasti informacnej
bezpecnosti

(csirt.upjs.sk)



Prednaska
Mikotaj Zalewski (Google)
| Google File System
| 20. februara 2012 (streda) o 13:00 v miestnosti P/01, PF UPIS

Seminar Bez(a)Dis

prednasky / workshopy

Prednaska

Petra Hochmannova a Lukas Hlavicka (Informaéni Specialisti pre oblast
informacnej bezpecnosti CSIRT.SK)

Bezpecnost z pohl'adu CSIRT.SK

27. novembra 2012 (utorok) o 14:15 v miestnosti P/05, PF UPIS

stretnutia s odbornikmi

Zobrazit viac > =

Bez(a)Dis Security Weekend

Prednaska
5 Jozef Metenko (Katedra kriminalistiky a forenznych vied
Akademie Policajného zboru v Bratislave)
Digitalna stopa a vySetrovanie
komunikacnej a informacnej kriminality
4, marca 2013 (pondelok) o 13:00 v miestnosti VKM, PF UPIS

IBM, ESET, CISCO, KPMG ...

Prednaska

Juraj Bednar (DIGMIA s.r.o.)

Bitcoin

revolicia v plateni?

2. novembra 2011 (streda) o 13:00 v miestnosti B/01, PF UFIS

Prednaska

Zdenék Riha (Fakulta informatiky, Masarykova univerzita, Brno)

Dlha cesta Androidu k bezpecnosti

20. novembra 2014 (stvrtok) o 13:30 v miestnosti Studovia Park Angelinum, PF UPIS
Zobrazit viac ==




‘ HoneyLOG LSTARTUP

.‘ data analysis

prepojenie tedrie s praxou @

Slovak Student Startup Cup 2016

praca na spoloc¢nom projekte

prepojenie zaverecnych prac a projektu

niekolko uspechov pInNEEqS

s FESTIVAL o

V4 Cybersecurity Conference
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Letna skola
kyberkriminality

spolupraca PF a PrF

5dni

20 studentov =5 timov

15 prednasok/workshopov

* analyza malware

* Analyza ,hacknutého” servera

* tabletop cviCenia




Cinnost
e operativna
e vzdelavacia

e vyskumna

Tim na rieSenie bezpeénostnych incidentov UPJS

Ciele Computer Security Incident Response team UPJS

, : C : : vznik: 1.11.2016
e vzdelavanie laickej verejnosti

" 1. akademicky CSIRT na Slovensku
* CSIRT pre oblast skolstva

L, . N csirt.upjs.sk / csirt@upjs.sk
* participacia na tvorbe noriem, odporucani

D e—

CSIRT.SK CS IRT-MU

CSIRT.GOV.SK




Dakujem za pozornost!

! pavol.sokol@upjs.sk

security.science.upjs.sk




